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▪ To date, no federal privacy law of general 
applicability

▪ U.S. takes sectoral approach to regulating 
privacy and data security

▪ Absence of unified framework results in a 
patchwork of federal, state, and local laws and 
regulations

▪ Personally Identifiable Information (PII): 
Information that, when used alone or with other 
relevant data, can identify an individual 

▪ Examples include name, mailing or email address, 
phone number, medical records, date of birth, credit 
card information, employment information, 
race/ethnicity, religion

Introduction to Privacy
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▪ Section 5 prohibits “unfair and deceptive acts or 
practices in or affecting commerce”

▪ Companies must follow their stated privacy policies 
and practices

▪ Enforced by FTC, an independent, bipartisan 
agency tasked with protecting consumers and 
ensuring competitive markets

Federal Trade Commission (FTC) Act

“Unfair” “Deceptive”

• Causes or is likely to cause

substantial injury to 

consumers;

• Cannot be reasonably 

avoided by consumers; 

and

• Is not outweighed by 

countervailing benefits to 

consumers or competition

• Representation, omission, 

or practice that is likely to 

mislead the consumer; 

• Consumer’s interpretation 

of representation, omission 

is reasonable; and 

• Misleading representation, 

omission, or practice is 

material
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▪ Applies to:
▪ Operators of commercial websites and online services directed 

to children under 13 that collect, use, or disclose PII from 
children

▪ Operators of general audience websites and online services with 
actual knowledge that they are collecting, using, or disclosing PII 
from children under 13

▪ Among other things, requires covered operators to:
▪ Post a clear and comprehensive online privacy policy describing 

their information practices for PII collected from children
▪ Provide direct notice to parents and obtain verifiable parental 

consent, with limited exceptions, before collecting children’s PII
▪ Give parents the choice of consenting to the operator’s 

collection and internal use of a child’s information, but prohibiting 
the operator from disclosing that information to third parties 
(unless disclosure is integral to the site or service, in which case, 
this must be made clear to parents)

▪ Enforced by FTC

Children’s Online Privacy Protection Act (COPPA)
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▪ Establishes rules for emails whose primary purpose is the commercial 
advertisement or promotion of a commercial product or service

▪ Applies to both B2C and B2B

▪ Requirements:
▪ Cannot use false or misleading header information or deceptive subject lines

▪ Must identify message as an ad

▪ Must tell recipients where the sender is located

▪ Must provide clear and conspicuous way for recipients to opt out of future emails, 
and honor these requests promptly

▪ Even if you hire another company to handle your email marketing, you 
cannot contract away your legal responsibility to comply with CAN-
SPAM

▪ Enforced by FTC

Controlling the Assault of Non-Solicited 
Pornography and Marketing (CAN-SPAM) Act
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▪ DC does not have a general privacy law

▪ However, DC Data Breach Notification Law: 
▪ Requires any business that experiences a data breach 

of electronic personal information to notify affected 
individuals and DC Office of Attorney General

▪ Specifies content, timeframe, and method of notification
▪ Requires covered businesses collecting data from D.C. 

residents to implement reasonable security safeguards

▪ Consumer Protection Procedures Act (CPPA) 
prohibits wide variety of deceptive and 
unconscionable business practices

▪ Courts also recognize common law tort of invasion 
of privacy

DC-Specific Privacy Laws
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▪ Enacted in 1990 

▪ Covers wide variety of domains, including:

▪ Employment (Title I)

▪ State and local government (Title II)

▪ Public accommodations (Title III)

▪ Title III requires that covered entities provide 
people with disabilities reasonable 
modifications, as well as auxiliary aids and 
services 

Americans with Disabilities Act (ADA)
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▪ Courts are split on whether the ADA 
applies beyond physical locations

▪ Lots of litigation and regulatory 
enforcement activity in this space
▪ UsableNet: 4630 web accessibility lawsuits 

filed in 2023, an increase of more than 200% 
from 2018

▪ Earlier this year, DOJ adopted web 
accessibility rules under Title II; may 
suggest future action with respect to 
Title III 

ADA’s Application to Web Content
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▪ Though technically 
voluntary, WCAG 
guidelines are prevailing 
industry standard for 
digital accessibility

▪ Note that there are 
different versions of 
WCAG and different 
levels of conformance

Web Content Accessibility Guidelines (WCAG)
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▪ Intended to update existing 
accessibility laws to cover modern 
communications and video 
technologies

▪ Enforced exclusively by the FCC

Twenty-First Century Communications and Video 
Accessibility Act (CVAA)
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▪ Covers interconnected and non-interconnected 
VoIP, electronic messaging services, and 
interoperable video conferencing services

▪ Providers of ACS products and services must 
ensure that ACS is accessible, if achievable

▪ Can rely on 3P solutions available to consumer 
at nominal cost, as well as existing peripheral 
devices and specialized customer premises 
equipment

▪ Note that administrative and informational 
requirements also apply

Advanced Communications Services (ACS)
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▪ Video programming that has appeared on 
U.S. television with captions generally must 
be captioned
▪ Note that online-only video and UGC are not

covered

▪ Obligations depend on role:
▪ Video Programming Owners (VPOs): Must 

ensure program file has all required captions, 
with at least the same quality as TV

▪ Video Programming Distributors (VPDs): 
Must enable the pass through of captions to end 
user

▪ Exceptions include economic burden and de 
minimis noncompliance

Online Closed Captioning
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▪ Manufacturers of digital apparatus 
manufactured or imported for use in U.S. 
and designed to receive or play back video 
programming from TV must ensure that 
certain built-in functions are accessible to 
users who are blind or visually impaired

▪ “Digital apparatus” includes (1) the physical 
device, (2) video players on such device, 
and (3) 3P apps that are pre-installed on the 
device or that the manufacturers directs 
consumers to install after sale

Digital Apparatus
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▪ No specific accessibility laws in DC

▪ DC Human Rights Act (DCHRA) prohibits 
discrimination in places of public 
accommodation based on a number of 
protected traits, including disability

▪ Courts have found that DCHRA does not cover 
online-only platforms (Freedom Watch, Inc. v. 
Google Inc. (D.C. Cir. 2020))

▪ However, businesses whose online services 
have a nexus with a physical place or public 
conveyance may be covered (Equal Rights 
Center v. Uber Technologies, Inc. (D.D.C. 
(2021))

DC-Specific Accessibility Laws
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▪ Subject matter-specific laws
▪ Financial information: Gramm-Leach-Bliley Act (GLBA)
▪ Protected health information: Health Insurance Portability 

and Accountability Act (HIPAA)
▪ Student privacy: Family Educational Rights and Privacy Act 

(FERPA)
▪ Federal agencies: Section 508 of the Rehabilitation Act

▪ Other state laws 
▪ State UDAPs
▪ California Consumer Privacy Act (CCPA)
▪ State/local accessibility laws (e.g., Unruh Act in CA)

▪ Foreign laws and standards 
▪ General Data Protection Regulation (GDPR)
▪ European Accessibility Act (EAA)
▪ EN 301 549

Other Laws, Regulations, and Standards



DWT.COM

Best Practices for Web and 
App Developers
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▪ Data Minimization: Collect only what is 
necessary

▪ Purpose Limitation: Use data only for 
stated purposes

▪ Transparency: Make clear and accurate 
statements regarding privacy practices

▪ User Control: Empower users with 
consent options

▪ Privacy by Design: Integrate privacy at 
every stage of the product lifecycle

Key Privacy Principles
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▪ Require complex and unique passwords and 
authentication protocols

▪ Restrict access to sensitive data (e.g., medical records, 
biometric data, financial information, SSNs)

▪ Store data securely and protect it during transmission 
(e.g., via encryption)

▪ Follow industry security standards (e.g., ISO 27001, 
Payment Card Industry Data Security Standard (PCI 
DSS))

▪ Test for common vulnerabilities and audit security 
controls (e.g., SOC 2 Type II)

Data Security Tips



DWT.COM

▪ Create accessibility roadmap and plan for 
accessibility from the beginning of the development 
lifecycle

▪ Solicit opinions of vendors and people with 
disabilities to determine effective accessibility 
solutions that will maintain good user experience

▪ Conduct periodic audits of websites/apps/software 
to learn whether and where there are accessibility 
gaps

▪ Document any technical/administrative challenges 
to achieving accessibility

Accessibility Best Practices



DWT.COM

▪ Consult a lawyer if you 
have any questions!

And remember….
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Thank You!
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